
 
Cybersecurity Virtual Forum: Workshop Outcomes 

 
At the GMG Cybersecurity Virtual Forum, participants responded to the following questions 
regarding cyber resiliency in the new normal. Hybrid work environments, use of equipment off-
site, and newly set up remote operations all present potential risks which operations must be 
prepared for. 
 

What does the new normal look like for 
cybersecurity? What is good practice? What are 
today’s solutions? 

What does cybersecurity have to address 
in this new normal? What are the new 
challenges? What threats exist? 

• Traditional firewall methods are no longer 
sufficient as more operations are remote and 
assets are outside of firewalled workplaces 

• Need to look at identity as the foundation of 
trust in the network 

• Increased remote work results in increased 
cyber threats 

• A challenge to provide remote access to 
vendors 

• Need to ensure mining regulations are being 
complied with 

• Within mining there’s radically different 
solutions needed for IT vs. OT 

• Cybersecurity will need to be a design criteria 
for new systems in future 

• Increased exception requests 
• Need to keep track of how vendors are saving 

data and be more careful with the vendor 
environment  

• Rapid changes, improved user adoption, 
improved user tolerance to change 

• Increased deployment and integration speed 
 

• Understanding that cybersecurity is not 
separate from physical safety 

• Cybersecurity training should be 
mandatory at all levels 

• Currently the approach to cybersecurity 
is more reactive than proactive 

• Initiative to get cybersecurity into 
standards, like there is for autonomous 
systems 

• ESG & Sustainability report are starting 
to include cybersecurity 

• Unmanaged networks and use of 
personal devices need to be addressed 

• Adopt lessons learnt on cybersecurity 
training programs 

• Cybersecurity practices in non-
corporate environments 

• BYOD and enforcing group policy 
settings 

• Cybersecurity more integrated in 
systems as access is increased 

• Consistent and consolidated processes 
for remote access 

 


